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I. Purpose 

7 Steel relies on a secure and efficient IT infrastructure to ensure communication, protect 
assets, and maintain operational continuity. 

This Policy sets rules for the use of company IT resources (email, internet, telephony, devices, 
and remote access), including personal use and monitoring practices. Violations may lead to 
disciplinary action. 

If in doubt, consult your line manager, the IT Department, or the Ethics and Compliance 
Committee. 

 

II. Scope 

Applies to all 7 Steel entities and employees. For international operations, stricter local laws 
take precedence. 

 

III. Principles 

7 Steel commits to: 

• Preventing, detecting, and resolving IT errors. 

• Providing training and awareness on information security. 

• Complying with IT security and data protection laws. 

• Monitoring and addressing incidents systematically. 

• Protecting confidentiality and integrity of information. 

• Coordinating effective responses to cybersecurity risks. 

 

IV. Key Rules 

• User IDs & Passwords – Never share credentials. Use strong, updated passwords. 

• Computer Use – Primarily for business. Limited personal use is allowed if reasonable 
and marked as “Personal.” 

• Viruses – No unapproved software or unsecured connections. Company devices must 
have IT-managed antivirus. 

• Email – Must be professional. No offensive content. Avoid large, non-business 
attachments. 



• Internet – No access to illegal, offensive, or inappropriate sites (e.g., hate speech, 
pornography, gambling). 

• Phones – Business phones for work use only. Personal use requires approval and must 
not incur costs. 

• Portable Devices – Protected by Mobile Device Management (MDM). IT manages apps, 
security, and geolocation. 

• Geolocation – May be used for safety or theft recovery with authorisation. 

• Personal Phones – Keep personal use at work minimal. 

• Monitoring – Company may monitor IT systems within legal limits if misconduct is 
suspected. 

• Social Media – Same rules as for email and internet apply. 

 

V. Prohibited Conduct 

Strictly forbidden activities include: 

• Allowing third-party access to company systems. 

• Hacking, password cracking, or altering log files. 

• Installing unlicensed software or malware. 

• Using personal USBs/media on company systems. 

• Sharing obscene, racist, or offensive material. 

• Damaging, deleting, or altering company data. 

 

VI. Confidentiality 

All company information is confidential and must not be shared or used externally. This duty 
continues after leaving the company. 

 

VII. Ownership & Security 

All systems, data, and communications are 7 Steel property. Employees must follow security 
protocols and protect workstations against unauthorised access. 

 

VIII. Reporting & Data Protection 

• Reporting – Breaches of this Policy must be reported through company channels. 

• Data Protection – No unauthorised creation or misuse of files containing personal data. 
Must comply with 7 Steel’s Data Protection Policy. 
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